a ORDER

U.S.Departtmentit of
| Transportation

Office of the Secretary

DOT—1600. 179

of Transportation oy A 9-21-30

. UuSR OF RECORDING OR MONITORING EQUI PVENT, -“FRACTIICES;, AND
Subject:  THE LISTENING IN OR RECORDING OF TELEPHOME CONVERSATI ONS

1. PURPCSE. This Order prescribe&e policy of the Departnent
of Transportation (DOT) and inplenments Title 41 CFR, Part
201-6.2, with regard to the use of Listemigg, recording or
nonitori ng equi pment or practices,: and the lListening&in or
recordi ng of tel ephone conversations. ' It is issueil3m the
interest of assuring the integrity df* Departmental operations
and safeguarding the rights to privacy of Departnental
personnel and the public.

2. CANCELLATI ON. DGT O der 1600.17,, Use of Recording or
Moni toring Equi prment and Practices, of 10-29-74..

3. REFERENCES.
a. 41 CFR 201-6.2, July 1, 1989.

b: DOl 3770.2, Agency Admi nistrative Gievance System dated
9-1-80.

c. 18 w0.S.C. :

d Ofice of the Attorney General Menorandum to Heads and
I nspectors General of Executive Departnents and Agenci es,
dated 11-7-83.

4, DEFI NI TI ONS.

o a tel ephone conversation has
the interception or recording of

a. Consensual . One party t
given prior consent to
the conversation.

b. Determnation. A witten docunent (usually a letter) that
specifies the operational need for listening-in or
recording of tel ephone conwersattiiatss. |t indicates the
specific systemand | ocation where it is to be perforned,
lists the nunber of telephones and/or recorders involved,
est abl i shes operating tines and an expiration date, and
justifies the use. It is signed by the agency head or the
agency headl% desi gnee.

c. Listening-in devices. Devi ces that can intercept any
t el ephone comuni cati on and. be used to listen-in or record
t el ephone conversations w thout the know edge of one or
nore of the parties to the conversation.

pistriBuTion: AL Seonehanial OFf ices or: O fice of
Al Operating Administrations Security
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d  Noncomsensigdl. None of the parties to a tel ephone
conversation has given consent to the interception or
recording of the conversation.

e. Service monitemingg. The nonitoring of tel ephone
conversations by supervisors to determne the quality of
service being provided to the public.

POLI CY. DOT personnel, in the conduct of their Departnenta
duties, shall not engage in, attenpt to influence any person
to engage in, or acquiesce in the clandestine, surreptitious,
or other covert use of recording, listening, or nonitoring
devices or practices, except as provided for by this Oder.

PROCEDURES.

a. Noneonsenswall |istening-in or recording of telephone
conversations shall be authorized and handled in
accordance with the requirenents of the Omibus Cine
Control and Safe Streets Act of 1968 as anended (18 U.S.C.
2510 et seq.), and the Foreign Intelligence Surveillance
Act of 1978 (50 U.S.C. 1801 et seq.).

b. Consensual l|istening-in or recording of telephone
conversations on the Federal Telleconmumnicatitiinss System
(FTS) or any other tel ephone system approved in accordance
with the Federal Property and Adm nistrative Services Act
of 1949, Sections 200 (a)(l) and (3);; Title 40, U.S.C.,
Sections 481(a)((1) and (3);; and inplenenting regul ations
thereof is prohibited except under the follow ng
condi tions:

(1) When performed for civilian and mlitary |aw
enforcenent purposes in accordance with the Attorney
General's guidelines for admnistration of the
Omi bus Crine Control and Safe Streets Act of 1968,
and in accordance with procedures established by the
Attorney GCeneral. Additional requirenents for the
docunentation of nonitoring activities pursuant to
this Act are:

(a) the identity of the designee who approved this
action in advance (see paragraph 7 of this
Order); and

(b)) an energency procedure for use when advance
approval is not possible. Enmer gency procedures
shall be in accordance with the procedures
establi shed by the Attorney General.
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(2)

©)

(4)

O

O
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may assign the responS|b|I|t for approving the

det erm nati ons, bot h headquarters and field

| ocations, under paragraph 6b(3),, (4),, and (5),, and
for detern1n|ng that a requirenment exists for the
recording of a tel ephone conversation. Assignnent of
this responsibility shall be no |lower than to an
Associ ate Adm nistrator or the Chief, Ofice of
Qperations, for the U S Coast Cuard.

may assign the responsibility for authorizing the
procurenment and use of message announci ng/recordi ng
and transmtter cut-off switches as provided by

par agraph 6c(4).. The responsibility for this shal
be assigned no |ower than an Associ ate Adm nistrator
(or conparable level). At field locations, the
responsibility shall be assigned to Regi onal
Directors or D strict Commanders. Request for
exceptions in the assignment of responsibilities as
menti oned above shall be directed to the Assistant
Secretary for Adm nistration.

aut hori zed to approve determ nations, shall maintain
a record of the nunber costs, justification, and
preci se location of each unit install ed. Units shal
be renpbved and the appropriate approving authority
shall be so notified as soon as the requirenent
ceases.

shall submt a statenent annually to the Assistant
Secretary for Admnistration (Attention: OST Ofice
of Security, M-T0@) setting forth the date to be

mai nt ai ned by 7b(%) above. The statenent shall be
current as of July 1 of each year and shall be

furni shed by July 15 of each year. Additiona
statenments may need to be submitted on an ad hoc
basi s.

shal |l forward determ nations required under paragraph
8BYAJ, M, and (51, to the Assistant Secretary for
Adm nistration prior to the beginning of the
nonitoring operation. Any changes in Qperating

Adm nistration procedures as they apply to activities
aut hori zed under paragraph 6b(3), (4), and (5)) nust
conmply with the sane reporting requirenents.

The QST O fice of Security will act as the executive agent

for

the Assistant Secretary for Admi nistration for the

pur pose of managi ng the provisions of this Oder.
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8. EXCLUSI ONS.

a-. For the purpose of this Oder, recording equipnent does
not include devices which produce a printed or inmge
record as an inherent feature of a tel ecomrunication
system such as a teletypewiter, automatic data processing
termnal, facsimle, etc., provided such equi prment is not
used i n contraxentiom of paragraph 6b.

b. Operating Adm nistrations that conduct business using
t el ephone systens that automatically transmt and record
nessages, as in the case of the National H ghway Traffic
Safety Admnistration's Auto Safety Hotline, are exenpt
fromthe provisions of this Order provided such equi pnent
is FCC approved.

9. I1MPLEMENTING DIRECTIVES. A copy of inplenenting directives
i ssued by the Secretarial Ofices and Heads of Operating
Adm nistrations shall be forwarded to the Director, Ofice of
Security, OST, with 90 days of the effective date of this
Or der.

FOR THE SECRETARY OF TRANSPORTATI ON:

T
S,
g 19 Paul o \eiss
% & For the Assistant Secretary

D Srarre o™ for Rdlmnt%stratnon



